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Design and Implementation of a Web Security System using
a Chaos Cipher Algorithm

Bong-Hwan Lee' - Chil-Min Kim'' - Dong-Weon Yoon'!'-
Yong-Wong Chae'''" - Hyeun-Gon Kim''*t

ABSTRACT

In this paper, a new stream cipher algorithm based on the chaos theory is proposed and is applied to a Web security system. The Web
security system is composed of three parts : certificate authority (CA), Web client, and Web server. The Web client and server system include
a secure proxy client (SPC) and a secure management server (SMS), respectively, for data encryption and decryption between them. The
certificate is implemented based on X.509 and the RSA public key algorithm is utilized for key creation and distribution to certify both the client
and server. Once a connection is established between the client and server, outgoing and incoming data are encrypted and decrypted, respectively,
using one of the three cipher algorithms : chaos, SEED, and DES. The proposed chaos algorithm outperforms the other two conventional
algorithms in processing time and complexity. Thus, the developed Web security system can be widely used in electronic commerce (EC) and

Internet banking.
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